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British Library reels from cyber hit

e £7mn to rebuild after attack @ 40% chunk of reserves @ Online catalogue remains closed

RAFE UDDIN AND DANIEL THOMAS

The British Library will drain about 40
per centof its reserves to recover from a
cyber attack that has crippled one of the
UK's critical research bodies and ren-
dered most of its services inaccessible.

The London-based institution, which
stores about 170mn pieces of work rang-
ing from books to sound recordings, was
forced offline in October after a ran-
somware attack.

Haclkers published hundreds of thou-
sands of stolen files online, including
customer and personnel data, after the
library refused to pay a £600,000 ran-
som. But it will now be forced to spend

10 times that amount rebuilding most
digital services at an estimated cost of
£6mn-£7mn, according to a person
familiar with the matter, consuming a
sizeable proportion of its £16.4mn in
allocated reserves.

reserve to help address unexpected
issues”.

A government official confirmed that
the library would be expected to draw
down from its reserves to recover from
the attack. The library and the DCMS

Other users criticised the library for tak-
ing more than a month to notify them of
the cyberattack.

Some of the library’s services are
scheduled to return this month, includ-
ing a reference-only version of its online

The British Library’s online catalogue  declined to comment on the estimated  The library was catalogue. It is unclear how long it will
remains unavailable. Physical sites are  cost, which could change. hit in October by  take before the institution — one of five
open, but users must wait while librari- Academics and authors, particularly  the Rhysida legal deposit libraries in Britain entitled
ans run through logs and find items on  those based outside of London, have  hacking group, to a copy of each piece of published
shelves. been hamstrung by alack of services. which published workinthe UK — is fully operational.

The library said it was in “close and Matthew Eddy, a history professor at  online hundreds Hacking group Rhysida, which has
regular contact” with the Department  Durham University, said some of his  of thousands of ties to Russian-linked Vice Society, in
for Digital, Culture, Media and Sport, its ~ work has been placed in “limbo” and he  stolen files November claimed responsibility for

government sponsor, but no formal bid
had been made for government funds
and it “maintains its own financial

had been unable to complete a grant
application. “Before the attack, T used it
on a weekly, sometimes daily, basis.”

the breach. It published the library’s
data after selling 10 per cent of the files
to bidders via its dark web page.
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BEAHUL WY (OPAC) 61681 &T6USHSENSHI6T CLpsvld QemestTlSHoHlev GILINGIL0SS6IT
umjeneuwil ien)dl&ESlesTmest. @8I SaH6eued G ([Heuens; 616G D ACHEBISHSEL LINGISMILE
FMihe LS SpLISGISHenenbd JHU(BES) 2 6Teng). Gmluuns, sHegwel (Automated Bot)
CLPBVLDNGS SHEEHSHE0&6IT 2 (U T L|6T6rTeoT.

BHE &N (Bots) eT65TLIG) QememoTi&Slev SertnaGeu Lisssllgeners QFWwb HlFev&senend

(software programs) @ml&&H &) Flev HHOFWES&ET LMgISTLILITeDT, LWen)6Tem E&HL6v&Heme6ruLDd
F56UEHMEMLD CFaiflEs 2 &6 H6TNEN. SLEsTTeL Flov HMHEFWESH6T Gemevori
SlemlILS6rTev 2 616 Lisvelsmhigensill ListTU(RES), CagmiseneT allenerall&setment. @b&Hs
SHOFWENS6IT e(HrISlenestihbgl 621 QEM6TTTLISENLD 60608 CFenEUmHWE GHM6M6EUSHS| G 60T
Quisbuimest QFWLLIML6OLE GMISSDHE CFleuenss SHOFWES SN @60 6T6dTLI.

SHQFWES 67657 [{TELSHLI LILIQWIELSHEN6ENS ST8 (8 6oTmevr?

DFUIT (GDHmeuTsITaEnh&E HTevsLI LILIgW60&6l S FILILENLWSTES 2 666, [TevsL

UL IgWIEV&6IT ULILITE BIT6VS6IT &L 65T 6UMMHEIGE6Y, MM Hevshiger el (Hhg GUmISH6D,
6T6TTETTILD 6UETTEISEM6T LILIGHTLI(HSSIH60 (WSHedleuDmM@LI LILI6HTT &65Téh@&&6i (User
account) 2 (HEUTESLILIHEUSTEL, DBSHE SHETtTEHE 6 Lpeuld HlemL &aLILMID eeubleum(meuflest
sesfllLL L &&6uevs(Emd (Personal information) (W&SWSGI6uLD euMLIbHSHeneULITE LoMm)I&HesTm6oT.
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SBHE ST EHE06NE (HDe06USE8SH HNEHEGHSH HLSEHTMEL. LI6v HITeLSHIS6M 6T Hljeuns
SlevlIL&6T CHemeulmest HlH Qevevmoey Lismlpll QG MPl60EIL LIGEIL 65T GUIMbIE6UST6,
Sleupilest LMgSMIL LeveleuTlons 2 6Temg). Geneu SMeEGHSH60 BLSSIUSMN S Bl&HeD

eIl BnletTmEsT. @BsHS (GBS LITGISTLILE CSM6siTL (@Hlpev&enerns Gangemest
STEIGEH6MTES C&TessT(H HHOFWeSs6T CFWwsvLI(hlesTmenT.

BevaLl UL igwevsenens @Gplencs@h SHEFwWes 5n&@seosefls aiemnasaei:

SpLUULL uwesty QUWT - SLeYFQFTEL QemestTLiLiSensTl) LWesTU (&S &euu1éh(&s6rH 60
LGB Sieninduileveons QFweLsemeTs & Ige.

HTevsLl UL o W6b&e6rTey BITHmIssemsisster GsLev Camileenaaer oianliLl Gaemeusniu
B MSGHSH6D 2160608 (PL &S 6 (HS60.

SHEFWESS6IT CLP6VLDNS HTEVSLI LILIgWeSl6h 2 676 $861U60&6M6ML (LSS58 eleurmhiseT,
6T6BoTEuBMID GUEMTaIGET) GUFIL Siemalley Hemidlullsttn] Casiflsa6v.

S(H5SI86T CFaflSED Ligsumiserey GUTeS &&61608&606 Hen)ILIL] GFeneaueniLl
Qu(BL6TEY LINE)SE60.
Bevs Sienwlisefley sHOFWES HnsGHevaeflest eugeomm):

201086111657 QFHMLSHHESH16D, LI6V LISLEHED6VEBNE [FIT60&EMHISET Q66T BIHLIL e (HHS)
HB6UCV FITETITLED ST (&HGHE0SHEM6NE &b S5 60T

2015: 6L QWSS LELSE0VSSDS [TV HIG6N 60 LISSNs eTevotesstoliL(BEHSUILIL L
OHEUETTTRIGET (HHl606USH S SIT6voTLLILIL L 6DT.

2017: DS Creflwim Hmibd Hluldeonnbg CUTSIBTeVSMhISET) S8 ES608&6T HLHS60T.
2019: @aiflevnrb gl B (LI LELS6m60&808 [HTevsmis6rled LILESTT &6s18 @861 &H(HLLILL L 6.

2020-2024: COVID-19 &M6woTONS [T6v&HE CFeneus st Genesoieulgluiley M, &M1& &S 608 (6HLD
1S &S s 60T

2023: Ul 6l Hrevsd whmid QLrpTesstGLT @Qung) Hevssd @resst(hld FrestebGsur
HM&EG SOV CLPESTM)| LOMShIS6T GFemneu OIFUILI(PIQUIITOED (PLEELILILL 6.

2024: 3GrmiIUm, SpFUIL LIVSED60ES5L0S RITVEMEISETTINID 6(HhiSHlenestiha S0 &Wwel
BTG SH60861T [Het)LolLIMMETT.

SHUY BLeUSHeNSS6:

Q65T HITEVSHISGEHLD em&FLIT UMGISTLIL GLLUN{H ST6T H6UetTSHens S & &a ) 6Terer.
CAPTCHA & Rate Limiting — 6(i5 LIW6TY 62(h (PemME & GLoeb SFoFLILNSES (PlWMoed &([H&E60.
SHE&FWeS QFWeLLIN(HSem6Ns S6seTLBILLD UMGISMILE &([Hellsensr (WAF) 2 (heuTéE560.
GWIeLL&(E) LomTesT GemersTlL LillesTUm emL g (unusual traffic patterns) sesstamessfls g60.

ST6USHSEMRISEN6MULD UWesTUTL(H QLesTQUMIHLSem6MLD QSMLihg USHULSS),
UNgISMIenL S SIS 560.
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LILI6BTTS (6T S8 MenT SL6YFOIFMed LMGISMLIL ohmib Qemesord susmevedlfliiL] (Phishing)
&5 elfILiLentTie] 6ulprEiESeD.

B amesT PemevoTns GFemeussit (AWS)

2{Gemest Qemerotig Gaemneudeii/Amazon Web Services (AWS) 6T6oTLIS) 2 u&6rallev
Blgeyb Lngismiiunest QWB&T Caeneauserid. Q&enerT (P&HSILILDTET HITEV&MHIS6IT
LweTU(H&glHletTmest. AWS-uileb HHOEWES B8 ESHeNSSM6T SHLIL UFSSH6IT 2 6iT6rTent:

AWS WAF: GuLlp 5M0&FWES ST&GH 560856065 &(H&HS euenev LIWesTUML (HLI LIMGISTLIL
AWS Shield: DDoS LMgI&TLIL
Amazon CloudFront Bot Management
GuardDuty: 558518558858 OFWELLIT(HSEN6NS &6ToTH M6l SEHIMG)
AWS 2 6iT6TT [{Tevs HTHLIL lpllied LIMGSMILI6H eusyleuns @(mbSTey|, FlWmesT &L LemLoLiL,
S6vs18MesstLIL, GLDLI(HESH60 pHlLiene GevemevGWesiey 6TheHE (EHW6SleVID LIS
2 6BOTLM(GLD. QSTLITHE GemestTiSHEHlev 2 (Heum@L LMGISTLILDM (&060608 Sevesilg)

SIBDGTIW BLOUISHENSHEHEN6M, 2 L 6vTlplLINS HT6v&HIS6T 61(H& g eurGeustst(hLd. Qemeu@uw
SHOFWE &MEEHVEHEN6NS SHHLILSHSTETT 6ulPl(LPemMEETT.

* Bot eT68TLIg) Robot eT6tTLISH 6 (BH&) ubS 62(H @&mev. Automated Bot eT6tTLIg) STesTnaGeu Lisssllgenens
QFlLwb e GFwellwumgb. @nbsl LleTlsusssd Qmhgl Bot eeTUsmE SHOFWeS  6TesTm
H6060&0 &ML LiflhgIenr&s Cmmib. ¢(h Q&wed) TentnaGe LissslGenensd Q& liousns & &L (HL auensiley
‘BHOFW6V) 67651 &H6m60&F0OF M6 2 (THeuNSEH L6TEeTD. QFWHens mievsTessimley FMiha Q&wevLIm(HS6lT

S 5550(HL QEFEW606, HEMHS SUNE He0e0&ECFTNHEHT QSTLIHE 2 (Heunss Geustsly
2 61T6G). 1S60I60T CITRM (PSHEMSWIT STTLES BTVSD QSHMLIjHE GoHOSMEMEHLD.

- 606VFQIFTEL 2 (HEUTEHSS (S(L0, CTTRT (PSHEOSHWIT S TTLEF] HTEVSLD
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1. Bot- sm@&wed

2. Code point - ¢MIuI_(BL Yeerfl

3. Digital restoration - eresuTensflio 151 (B (HEUMTSHSHID
4. Encoding system - &0lWN&s iemoLiL]

5. Faceup scanner - Gue6v@Bs &, Lol6oTeu (Hle
6. Flatbed scanner - gL6mL Wl6tToU(Hly

7. Glyph -2

8. High resolution - 2wy QgefleysgHmest

9. Ligature - UG (058

10. Metadata tagging - WSareus Gmlui®*

1. Overhead scanner - 2 Wiger LSl6tTou(Hlg

12. Phishing - euemevailifliiL

* Courtesy - G0l [H63STLIFS6IT




